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Taming The Ma chi nes – IT fo r a good so cie ty

öf fentliche
Ring-
 vorlesung

Cor po ra te Sur veil-
 lan ce of Ever y day
Life. How Com pa nies
Use Per so nal Data
against Peop le
Wol fie Christl (Cra cked labs, Wien)

About the lec tu re
In re cent years, a wide range of com pa nies have star ted to mo ni tor, track and fol low peop le in vir tual ly every as pect of their lives.
Their ex ten si ve ac cess to data about the cha rac te ris tics and be ha vi ors of bil li ons al lows them to con stant ly sort, rate, and rank
peop le as they see t. Through da ta-dri ven per so na liza t i on, com pa nies and other in sti tu ti ons can uti li ze in for ma ti on asym me tries
in order to ex ploit per so nal weak nes ses with cal cu la ted e  ci en cy. As com pa nies in cre a sin gly shape the net wor ked en vi ron ments
and ex pe ri en ces that un der lie and de ter mi ne ever y day life, ma ni pu la ti ve, de cep ti ve or even co er ci ve stra te gies can be au to ma ted
and cust o mi zed down to the in di vi du al level. In his re ports, Wol e Christl ex ami ned and do cu men ted how com pa nies use per so nal
data, from re al-time mo ni to ring in di gi tal mar ke ting and fraud preven ti on to in va si ve data prac tices in  nan ci al ser vices, in suran ce
and health ca re. He will out li ne the struc tu re and scope of today’s per so nal data eco no my, with a focus on mass per so na liza t i on
and au to ma ted de ci si on-ma king at scale. Who are the main play ers and how do they ac tual ly use data? Au to ma ted di sad van ta ge
and per so na li zed ma ni pu la ti on - how do com mer ci al uses of per so nal data a ect in di vi du als, groups of peop le, and so cie ty at
lar ge? And what has to be done?
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