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heory of Efficient

OUR FIELD HAS BEEN
STRUGGLING WITH THIS
PROBLEM FOR YEARS.
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STRUGGLE NO MORE!
IT'™M HERE TO SOLVE
IT \JITH ALGORITHIMS!

Why is the
problem hard?

What part of the
problem is hard?

lgorithms

How hard is the
problem?

Can we solve it
anyway?

SIX MONTHS LATER:

WOV, THIS PROBLEM
15 REALLY HARD.

( YoU DONT SAY

\l/
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Teaching



Teaching Overview

InfM-Kryp: Cryptography

InfM-MDAE: Methods of Algorithm Design

Master’s Thesis



Cryptography

Module InfM-Kryp

* (Why) Is today’s cryptography safe? _

» mathematical foundations to
understand cryptographic protocols MODERN

* How to quantify cryptographic security? REIQHICIEIVAE 21

Second Edition

Jonathan Katz

Yehuda Lindell

Lecture
* definitions + theorems + proofs
 (black-/white-) board + slides

* integrated exercises

Seminar
* block and/or running




Cryptography

Module InfM-Kryp

Substitution Cipher

(Mano-alphabetic)

* key k € K with
X = {k|k:{0,1,...,25} = {0,1, ...,25} is a permutation}

'example: i]bcld.f;glh L IW‘"‘":°PQ:' tt}'u viwx y:!
HZLKJIOFRNEGBTXPSDAYQWCVMU
IX| = 26! = 2%

Gen:
sk« UI0)

Enc:m=mym,..EM ={0,1,...,25}"
* Encg(m) = ¢1¢2 ... ,where ¢; = k(m;)

Dec:c = ¢;¢; .. €C ={0,1,..,25}"
* Decy(c) =mym, .. ,wherem; =k~(c;)

Breaking the Substitution Cipher Frequency Analysis

Warm-up: an improved attack on the Shift Cipher
Enghish-language Letter Frequencies (in %)

B2 L8 28 A0 13Y 23 20 61 75 B S8 A2 24 42 I8 39 01 60 A) %31 28 10 34 03 206 O3
ZYDLEFCOLISPLEPESCZFRSZYPATP D N S N W S

NPZONSZNZWLEPNLVPZYPTNPNC Ciphertont Letter Frequencies
PLXNZYPZYPATNVWPZYPDWTNPZ

A3 0 333 A1 3Im 333 @ I3 & 112 O T3 O RS 113 M0 139 133 13 €33 & 1 539 148 rar um

QDHTDDNSPPDPZYPDWTNPZQDL
WIXTZYPWZWWTAZAZYPATPNPZQ
NSPCCIATPZYPDLFDLRPZYPNFANL
VPLYOZYPDWTNPZQHLEPCXPWZY
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Distance via Sum of Squares

Compute for k€ (0,1, ...,25):
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Cryptography

Module InfM-Kryp

Proof Theorem 3.6 (1/3)

let [1 = (Gen, Enc, Dec) denote Construction 3.2

let I = (Gen, Enc, Dec) denote the scheme that is as 11 but uses a truly
random function f~U(Func,) instead of Fj,

note that [1is not efficient

fix an arbitrary PPT adversary <A and let g(n) be an upper bound on the
number of queries 2(1") makes to its encryption oracle

A runs in polynomial time = g(n) bounded by a polynomial
Proof Step 1: We show that there is a negligible function negl’such that
|Pr [PriviFa o) = 1] - Pr [PrivkHy () = 1]| < negru).
* Proof Step 2: We show that y
1 n)
Pr[PrivK;?:(n] = ll < 3 + o

2n
* Together
PrlPﬁvl:i;}?(n) = l] <Pr [Prvi_?:(n) = 1] + negl'(n)
q(n i X 3
si+—2;‘-+negl (n) = 2+m:gl(n). done
L ; Is there a realistic setting for such an attack?
An ECB Example from Wikipedia s g ¢
* CAPTCHA server acts as padding-oracle
*  user can tamper with ¢ and ask for distorted image
* i CAPTCHA server cannot decrypt, user notices '&W 2 y
+ ~ yse attack as above to automatically solve CAPTCHA ke g
utek weytplt
- GiXkGs ;ltm
Original D o A vici e
Server Server
2) ¢ = Eng,(w)
or ranctom engiah word ) 2 formards ¢
ECB Encryption secure block mode
User




Methods of Algorithm Design

Module InNfM-MDAE

e approximation & online algorithms
e quality guaranties under uncertainty
* how to design & analyze optimization algorithms

Online Computation
and
Competitive Analysis

Lecture
* definitions + theorems + proofs
* (black-/white-) board (+ slides)

* integrated exercises

Allan Borodin Ran El-Yaniv

Seminar
* block and/or running
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Research Examples

or: some Algorithmic Puzzles



Anchored Rectangle Packing

* n pointsin the unit square

* one of them at (0,0)

%

Objective

» for each point p, choose an
axis-aligned rectangle with
lower-left corner at p

* must be non-overlapping
* maximize covered area



Randomized Gathering

 nrobotsin the plane

e actin discrete rounds

* instantaneous movement
* not necessarily local

Objective:
Gather in one point




http://www.rikudo-puzzle.com

Rikudo

of)

Let’s try something simpler: Rikudo on the line

o0 0000606 606 0 00


http://www.rikudo-puzzle.com/

heory oF
fficient
lgorl’rhms

Questlons

> peter.kling@uni-hamburg.de

slides available on TEA homepage (https://www.inf.uni-hamburg.de/en/inst/ab/tea/)
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